STEPHEN F. AUSTIN STATE UNIVERSITY 
CONFIDENTIAL INFORMATION BREACH PROCEDURE

1. Incident Response Process 

	1.1. 
	If a breach is suspected on a computing system that contains or has network access to unencrypted protected data, the data custodian must immediately: 

• 

remove the computing system from the campus network, 

• 

conduct a local analysis of the breach, 

• 

notify the Security Specialist if there is a reasonable belief protected data may have been acquired, 

The normal address for reporting computer security incidents is martinezmh@sfasu.edu
• 

Prepare an incident intake report as soon as possible and send it to Telecommunications (see “SFA Intake Report”).



	1.2. 
	The Security Specialist will examine the evidence of a breach with the data custodian to assess the possibility that protected data has been obtained. (The Security Specialist will work with the data custodian to determine when the computing system can be restored to the campus network.) 


	1.3. 
	The Security Specialist will notify the appropriate parties (including Director of Information Technology Services, Chief Information officer, Provost/VP of Academic Affairs, Vice President of affected area, General Counsel and Executive Director of Marketing) if the Security Specialist believes there could be a possibility that unencrypted protected data has been acquired by an unauthorized source. 


	1.4. 
	The data custodian must file a police report with UPD if the department suspects criminal activity is responsible for the breach, 


	1.5. 
	The data custodian must report to the Security Specialist the number of individuals whose protected data may have been acquired. 


	1.6. 
	If, after continued analysis, the Security Specialist and the data custodian have sufficient reason to believe that protected data may have been acquired, the Security Specialist will submit a report to the Provost/Vice President of Academic Affairs, the campus Chief Information Officer, General Counsel, and Executive Director of Marketing 

• 

describing the nature of the security breach and 

• 

reporting the number of individuals affected, including address information. 

(See "SFA Final Report" to assist campus authorities with their decision as to whether subjects of the data should be notified.)


	1.7. 
	The Provost/Vice President for Academic Affairs, Chief Information Officer, General Counsel, and Executive Director of Marketing will meet to make a determination whether criteria for notification under have been met and to determine the means of notification if required, e. g., email, postal mail, or website notice, consistent with Campus Notification Procedures. 


2.  Notification Procedures 
	2.1. 
	Notification shall include all of the following information: 

• 

The date(s) on which the personal information was (or could have been) acquired. 

• 

A description of the personal information which was (or could have been) acquired. 

• 

The name of the department or unit responsible for the information and the relationship that the affected individual has (had) to the department (in such a way that the person receiving the notification will understand why that department or unit had their information). 

• 

An indication of the likelihood that the personal information was acquired or used. 

• 

A list of resources that affected individuals could use to check for potential misuse of their information. 

• 

An email address and phone number of a suitable departmental representative with sufficient knowledge of the incident to be able to handle questions from affected individuals. 


	2.2.
	Notification shall be provided in the form prescribed in the Texas Business & Commerce Code, Section 48.103 (e) & (f).


	2.3. 
	The Executive Director of Marketing will determine whatever additional advice or assistance will be given to the affected individuals. 


	2.4. 
	Sample notification language is provided in the “SFA Sample Notification”. 

	2.5
	The final notification form must be approved by the General Counsel and the Executive Director of Marketing. 


3. Reporting Requirements 

When the incident is closed, the Chief Information Officer will report to the Provost/ Vice President for Information for Academic Affairs: 

	• 
	a description of the incident, 

	• 
	the response process, 

	• 
	the notification process, 

	•
	Type of activity

	•
	Time elapsed between initial detection of incident and containment of the security breach, or full restoration of adversely affected functions, whichever is later

	•
	Description of the state agency’s response to the incident

	•
	the actions taken to prevent further breaches of security. 


The incident will be reported to the Department of Information Resources, if required by TAC Title 1, Part 10, Chapter 202, Rule §202.26.
