STEPHEN F. AUSTIN STATE UNIVERSITY

CONFIDENTIAL INFORMATION BREACH FINAL REPORT

What types of personal information were available on/from the breached host, e.g.: 

full name? 
social security number? 
driver's license number? 
credit card number (including PIN or expiration date)? 
bank account number (including PIN or other access information)? 

Detailed description of the nature of the security breach including the circumstances under which the personal information could have been acquired. 


Whether or not the data was encrypted, and if so, how. 


Number of people potentially affected. 


Class of people potentially affected, e.g., students, faculty, staff, general public. 


Assessment of the possibility/probability that personal information was acquired. 


Availability of contact information for the affected population, e.g., for how many people do you have email addresses, postal addresses. 
Time elapsed between the initial detection of the incident and containment of the security breach or full restoration of adversely affected functions, whichever is later.

Recommendation, if any, regarding whether or not to notify and if so, proposed method. 


Actions that have been taken (or will be taken) to prevent illegitimate access to this data in the future. 
Description of the University’s response to the incident.

Estimated total cost incurred by the University in containing the security incident or restoring adversely affected functions.
