This notice must be modified to fit the particular security breach incident.

On _________________ (date), a computer in the Department of _____________ was accessed by an unidentified individual without proper authorization. The computer contained names, addresses and Social Security numbers of students, including yours, who had applied for admission to our graduate program during the past five years. Between that date and ______________, an unauthorized individual could have accessed your personal information. 

At this time, we have no evidence that an unauthorized person retrieved any personal information. (University information security personnel who investigated this incident consider this unlikely.) However, we take very seriously our obligation to safeguard personal information entrusted to us, and therefore, we deem it necessary to bring this situation to your attention. As a courtesy, we are enclosing a document produced by the Texas Attorney General’s Office entitled "Identity Theft Victim’s Kit". (http://www.oag.state.tx.us/ag_publications/pdfs/IDTheft_Affidavit.pdf). In addition, you may want to avail yourself of the following Web sites and telephone numbers that make available useful information on identity theft and consumer fraud: 

Attorney General of Texas:
http://www.oag.state.tx.us/consumer/idtheft.shtml
Federal Trade Commission's Web site on identity theft 

http://www.consumer.gov/idtheft/ 

Social Security Administration fraud line: 1-800-269-0271 

Credit Bureau Numbers: 

Equifax 1-800-525-6285
Experian 1-888-397-3742
Trans Union 1-800-680-7289

Stephen F. Austin State University deeply regrets this possible breach of confidentiality. Please be assured that we will take the steps necessary to safeguard the personal information we maintain on this campus. If you have any questions about this matter, please feel free to contact me at (University office email address) or (936) 468-xxxx. 

Sincerely, 


University Official
