Lyber-Security Newsletter

December 2008

STEPHEN F. AUSTIN STATE UNIVERSITY
Internet Shopping - How to Enhance Your Security Online

Help Protect Yourself and Shop Smart During the

Holidays!
The holiday shopping season is upon us and the volume of online
shopping is increasing. According to some estimates, holiday e-
2 commerce spending totaled $29 Billion in 2007, an increase from
° $24 billion in 2006. While online shopping can be convenient and
« time-saving, you must shop smart and take precautions to mitigate
the risks.

Below are some helpful tips to follow for a safe online shopping
experience:

e Enhance the security of your computer. Be sure to install a firewall and make sure
your computer has the most current anti-virus and anti-spyware software before you
begin your online shopping. Set your default settings on your computer to “auto up-
date.”

e Use strong passwords. When creating passwords for online accounts, use at least
eight characters, with numbers, special characters, and upper and lower case letters.
Don’'t use the same passwords for online shopping websites that you use for logging
onto your computer. Never share your login and/or password.

o Guard the security of your transaction. When submitting your purchase informa-
tion, look for the "lock" icon on the browser's status bar and be sure “https” appears in
the website’s address bar. The "s" stands for "secure.”

e Don't email your financial information. Clear-text emails are not a secure method
of transmitting financial information such as your credit card, checking account, or
Social Security numbers.

o Keep a paper trail and check your credit card and bank statements regularly.
Print and save records of your online transactions, including the product description
and price, the online receipt, and copies of every email you send or receive from the
seller. Read your credit card and bank statements as you receive them and be on the
lookout for unauthorized charges.

o Don’t respond to pop-up messages. If you get an email or pop-up message while
you're browsing, don't reply or click on the link in the message, especially if it is ask-
ing for personal or financial information. Legitimate organizations don't ask for this
information in these ways.

e Check the privacy policy. Know what information the merchant is collecting about
you, how it will be used, and if it will be shared or sold to others. You can do this by
checking the web site to make sure there is a privacy policy posted, and that you're
comfortable with the way your personal information is treated under that policy. Look
for seals from privacy enforcement organizations like TRUSTe or the Better Business
Bureau (BBBOnLine). Be suspicious if you're asked to supply personal information
not needed to make a purchase, such as your Social Security number, mother’s
maiden name or other personal information.
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Limit your online shopping to merchants you know and trust. If you have questions about a merchant,

verify it with the Better Business Bureau or the Federal Trade Commission.

e Pay by credit card. Credit or charge card transactions are protected by the Fair Credit Billing Act. (Debit cards
are covered under the Electronic Funds Transfer Act, but the potential protections provided will depend upon
when you report the error, loss or unauthorized use.) Under the Fair Credit Billing Act, in the event of unauthor-
ized use of your credit or charge card, you generally would be held liable only for the first $50 in charges. Some
companies offer an online shopping guarantee that ensures you will not be held responsible for any unauthor-
ized charges made online, and some cards may provide additional warranty, return, and/or purchase protection
benefits. Protect the CVV2 digits(3 digits on the back of the card) since its an identifier that you are in posses-
sion of the card.

e Use temporary account authorizations when available. Some credit card companies offer virtual or tempo-
rary credit card authorization numbers. This kind of service gives you use of a secure and unique account num-
ber for each online transaction. These numbers are often issued for a short period of time and cannot be used
after that period. Contact your credit card company to see if they offer this service.

¢ What to do if you are a victim of online fraud or encounter problems with the online shopping site:

If you have problems during a transaction, you can contact the seller, buyer or site operator directly. If those

attempts are not successful, you may wish to file a complaint with the following entities:

[] the Attorney General's Office: www.oag.state.tx.us

[] the Better Business Bureau at: www.bbb.org

[] the Federal Trade Commission at: www.ftc.gov

The New Reality of Internet Security

The Internet has become a prominent resource for business and personal use. Without our knowing, our Internet
connected computer can assist in crimes. Internet threats have changed dramatically in the last five years. Cyber
criminals don’t target us directly and, instead, focus on vulnerabilities that exist on our computers. Your computer
can potentially be a resource to criminals, and your personal information can be sold to the highest bidder. Online
shopping can ease the stress of in-store shopping, but one needs to be cautious whenever when supplying infor-
mation that one would not normally provide to a stranger. As long as the risks are understood and we take extra
precautions when making online purchases, there will be no added stress at the end of the New Year.

Cross-Site Scripting—XSS

XSS is one of the most common application-level attacks that hackers use to sneak in to web applications. It is an
attack on the privacy of clients browsing a particular website. XSS attacks stead client’s “cookies” or other sensitive
information by running malicious scripts on a web browser. One example is for an attacker to insert malicious data
into a hyperlink. When viewing a website, the attacker provides a link to another site with an embedded script. Un-
beknownst to the user, you cross websites to an unintended site, thus the name Cross-Site Scripting. The unin-
tended site may look legitimate, but is a fraudulent site designed to steal information. One should be suspicious
when visiting sites that require ActiveX, Java or Java script. Examine the display line at the bottom of your browser
window before you click on the links, especially if it provides a different URL from the one that you are intending to

visit. (Cookies are files on your computer that enable websites to remember your information next time you visit.)

Last Words—Texas Administrative Code 202.75

Dr. Baker Pattillo’s email sent November 20" with the subject line Computer and Network Security mandates
that all University owned computers must display the University’s standard Security Logon Banner by January 21,
20009, the start of the Spring semester. Do not confuse the Security Logon Banner with the workstation’s desktop
wallpaper. Please work with your department’s technical support contact to get this implemented by the deadline.
Thank you.

-1ISAC
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