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The project leverages emerging technologies, including blockchain for secure, immutable voting records; loT
devices to increase accessibility and autonomy in voting processes; and smart contracts to decentralize control

and enforce data ownership. The development environment was powered

by Ganache, a personal Ethereum blockchain used for
local testing and simulation of the voting
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By addressing critical issues such as transparency, availability, cybersecurity, and voter education, the project aims
to design a secure, scalable, and efficient voting framework.
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. . . the development process.
Traditional voting methods rely on centralized
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i - - with MetaMask, a browser extension that acts as a
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general election, this work affirms the potential of Web3
infrastructure to address longstanding challenges in
electoral integrity and accessibility.
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election process. N

This stack—Ganache, Truffle, Ethereum, Solidity, and
MetaMask—enabled the creation of a prototype voting
system that is self-verifiable, transparent, and tamper-
resistant, reflecting the principles of Web3 and
decentralized governance.

This solution empowers voters, increases trust in
elections, and lays the groundwork for a new era of
democratic engagement.
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However, the path to full-scale adoption requires more than
technological innovation—it demands supportive legislation,
regulatory frameworks, and proactive government
engagement. Only through institutional collaboration can
this approach be properly built out, standardized, and
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Future phases of this research will explore alternative
blockchain platforms or consensus mechanisms that
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without needing to trust a central authority.

 Smart contracts are automated rules written in
code. They count votes, manage access, and Q ne
enforce security — all without needing a middleman. ub L

* loT voting devices make it possible for people to e
vote securely from different locations, including rural
or underserved areas.

 Decentralized — no single party controls the election.

* Transparent — anyone can verify the results.

« Secure & Private — votes are encrypted and tamper-
proof.

* Accessible — voters can cast ballots via smart
devices, enabling broader participation.
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more equitable and cost-effective election deployment.
Additionally, the system will undergo adversarial testing
to evaluate its resilience against vote manipulation,
including simulated attempts to overturn election
outcomes through smart contract exploitation or
blockchain-level attacks. Further investigation will also
assess the security of loT-based voting interfaces by
identifying vulnerabilities that could allow unauthorized
or fraudulent vote submission. These efforts aim to
strengthen the platform’s integrity, validate its security
posture, and develop best-practice recommendations for
safeguarding decentralized election technologies.

Figure 2. Web3 Network System Diagram

ANALYSIS

Figure 3. Web3 Network Layer Diagram

This project set out to investigate whether blockchain technology could support the core requirements of a general government
election—namely, security, transparency, accessibility, and verifiability. Unlike many blockchain voting experiments focused on
small-scale or internal applications, this research specifically targeted the feasibility of a public, large-scale election system
suitable for civic use. Through iterative development and testing, a functional minimum viable product (MVP) was successfully
Implemented using Ethereum, smart contracts, and decentralized identity mechanisms. The MVP demonstrated the ability to cast
and record votes immutably, verify results transparently, and operate without centralized control.
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