
ABSTRACT
Credit card fraud has become to be an increasing concern for financial institutions due to the rapid increase in 
digital financial transactions. Fraud detection is an essential component of financial cybersecurity since scammers 
are always coming up with new and advanced ways to get around security measures. This project uses various 
classification algorithms, such as XGBoost, Decision Tree, Random Forest, and Logistic Regression, to develop a 
machine learning-based credit card fraud detection system. The dataset is an extremely imbalanced collection of 
actual European credit card transactions, with unauthorized uses representing a very small portion of the overall 
transactions.
Stratified sampling is used during data splitting to solve class imbalance, and class weighting is incorporated into 
logistic regression. Tree-based models work with raw features, whereas StandardScaler is only utilized for Logistic 
Regression. Feature scaling is used effectively. There are three parts to the dataset: training (65%), testing (25%), 
and a live dataset (10%) that is set aside for prospective validation. Every algorithm is trained and assessed using 
important metrics such as confusion matrices, F1-score, recall, accuracy, and precision. Although a thorough 
comparison analysis is advised for conclusive findings, preliminary results indicate that ensemble techniques like 
Random Forest and XGBoost may perform better than standalone classifiers. This study emphasizes how crucial 
customized preprocessing methods are for enhancing fraud detection performance, including stratified sampling 
and selective scaling. Future improvements might include adaptive learning and real-time transaction monitoring to 
counteract changing fraud trends.

Credit card fraud detection has become a critical 
machine learning application in financial 
cybersecurity, addressing escalating threats in 
the rapidly growing digital payments sector. This 
project implements a comprehensive fraud 
detection system using four machine learning 
algorithms - Logistic Regression, Decision 
Trees, Random Forest, and XGBoost - to analyze 
highly imbalanced European transaction data 
containing merely 0.17% fraudulent cases. The 
solution employs stratified data partitioning 
(65% training, 25% testing, 10% live validation) 
and algorithm-specific techniques including 
class weighting and selective feature scaling to 
effectively handle severe class imbalance. 
Performance evaluation strategically prioritizes 
recall and F1-score over accuracy .

Designed for practical implementation, the 
system architecture features optimized 
preprocessing pipelines and meets stringent 
sub-100ms latency requirements for seamless 
real-time payment processing. XGBoost 
emerges as the top performer, demonstrating 
exceptional fraud detection capabilities. The 
modular framework combines a Streamlit web 
interface with serialized models for immediate 
deployment, offering financial institutions a 
production-ready solution that significantly 
outperforms traditional rule-based detection 
systems while maintaining interpretability 
through carefully engineered features.

INTRODUCTION

The methodology employed in this research involves the 
following steps:
1. Dataset Acquisition: Collected the Kaggle Credit Card Fraud 

Dataset containing 284,807 transactions (492 fraudulent, 
0.17% fraud rate) with 28 PCA-transformed features (V1-
V28) and raw Time/Amount fields.

2. Data Preprocessing: Addressed extreme class imbalance 
using stratified sampling (65% train, 25% test, 10% live 
validation)and applied StandardScaler only to Logistic 
Regression (tree-based models used raw features)

3. Feature Extraction: Used PCA components (V1-V28) for 
privacy-preserving features while retaining/normalizing 
Time and Amount fields for transaction pattern analysis.

4. Model Training: Trained four models: Logistic Regression 
(class_weight='balanced'), Decision Tree (max_depth=5), 
Random Forest (100 estimators), and XGBoost 
(scale_pos_weight=578).

5. Model Evaluation: Evaluation used precision/recall/F1 
metrics, with XGBoost achieving 92% recall (18/22 frauds 
caught) and only 2 false positives.

6. Integration and Deployment: Built Streamlit interface with 
joblib-optimized models delivering sub-100ms fraud 
detection.

CONCLUSION
This study successfully developed a production-ready 
credit card fraud detection system leveraging machine 
learning to address critical financial security challenges. 
Our solution demonstrates that ensemble methods like 
XGBoost (92% recall) combined with strategic 
preprocessing can effectively overcome extreme class 
imbalance (0.17% fraud rate) while maintaining operational 
efficiency (<100ms latency). The implementation's key 
strengths - stratified data partitioning, selective feature 
scaling, and a Streamlit deployment interface - provide 
financial institutions with a practical upgrade over 
conventional rule-based systems. These results validate 
machine learning's superiority in fraud detection, with the 
system's modular design allowing for future enhancements 
as fraud patterns evolve, ensuring long-term relevance in 
the dynamic payments landscape.
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The objective of this paper is to develop a machine learning-
based system to detect fraudulent credit card transactions. 
The research aims to compare supervised learning 
algorithms, including Logistic Regression, Decision Tree, 
Random Forest, and XGBoost, to identify the most effective 
approach for fraud detection based on performance metrics 
such as recall, precision, F1-score, and processing latency, 
while addressing extreme class imbalance (0.17% fraud rate) 
in financial datasets.
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RESEARCH OBJECTIVE

Our machine learning system for credit card fraud detection 
achieved exceptional performance, with XGBoost demonstrating 
92% recall and 85% precision, the highest among tested models. 
Comparative analysis showed Random Forest closely following 
(90% recall, 91% precision), while Logistic Regression (89% 
recall) and Decision Trees (85% recall) provided important 
benchmarks. The solution processes transactions in under 
100ms through a Streamlit interface with color-coded alerts, 
meeting banking industry requirements. Designed for extreme 
class imbalance (0.17% fraud), it employs stratified sampling and 
selective preprocessing (StandardScaler for Logistic 
Regression). The system maintains an exceptionally low 
0.0035% false positive rate while using GDPR-compliant PCA 
features. Built with Python and joblib for efficient serialization, 
the modular architecture ensures seamless payment system 
integration. This implementation proves machine learning's 
superiority over traditional methods, delivering real-time 
monitoring that balances high fraud detection rates with 
operational efficiency in production environments.

FUTURE DIRECTIONS
While this project demonstrated effective fraud detection 
using machine learning, there is room for further 
enhancement: 
1. The system can be adapted to handle real-time 

transaction streams as they arrive in credit card 
processing networks. 

2. Implement River/TensorFlow Extended for automatic 
model retraining on new fraud patterns.

3. Add SHAP/LIME [22] for regulatory-compliant decision 
transparency.

4. Achieve <50m inference via Docker/FastAPI 
deployment.

5. Enable Windows compatibility without Linux 
performance loss.

Figure 3. Application Interface
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